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Defense of Speaker Recognition Against Adversarial Ex-
amples Based on Noise Destruction and Waveform Recon-
struction

WEI Chunyu', SUN Meng', ZHANG Xiongwei', ZOU Xia', YIN Jie’

! College of Command and Control Engineering, Army Engineering University of PLA, Nanjing 210007, China
? Jiangsu Police Institute, Nanjing 210031, China

Abstract Voice is one of the most import ways of human communications. Besides texts, voice signals also hold the
information of the speaker’s identity, race, age, gender, and emotion, where the recognition of speaker identity is also
called speaker recognition which is a biometric technique. Given the fact that human voice is easy to be collected and
saved, and that the development of deep learning improves the recognition accuracy, speaker recognition has been used
in financial APP authentication, smart home, voice assistant and forensics. On the other hand, adversarial attacks against
deep learning models have attracted great attention, which could make the models’ predictions incorrect by adding im-
perceptible perturbations to input signals. Therefore, the emergence of adversarial examples also poses the same serious
security threat to deep learning-based speaker recognition. In this paper, a two-stage method with “destructing” and
“reconstructing” is proposed to defense against adversarial examples of speaker recognition by overcoming the short-
comings of existing defense methods, such as the inability to remove adversarial perturbations, the negative impacts on
the recognition of normal examples, and the poor robustness to different models and attack methods. At the first stage,
Gaussian noises with a certain range of SNR amplitudes are added to the input speech signal to destroy the structure of
potential adversarial perturbations and to eliminate its adversarial function. At the second stage, the proposed speech
enhancement model named SCAT-Wave-U-Net is used to reconstruct the original clean speech. Global multi-head
self-attention of Transformer and interlayer cross-attention mechanisms are introduced into the Wave-U-Net structure,
which is more useful for defending the speaker adversarial examples. Experimental results show that the effectiveness
of the proposed defense method does not depend on the specific speaker recognition system and the adversarial example
attack method. By conducting extensive experiments on two state-of-the-art speaker recognition systems, i.e., i-vector
and x-vector, the performances of the defense against multiple types of adversarial examples are superior to other de-
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fense methods using preprocessing techniques.
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Figure 1 A two-stage defense method against speaker adversarial examples based on noise destruction and wave-
form reconstruction
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A FH VB 5 1R PP A (Perceptual Evaluation
of Speech Quality, PESQ)P%). % I} % XL v 1 & (Short-
Term Objective Intelligibility, STOI)® FITE 13 bk L,
(Signal-to-Noise Ratio, SNR) A>T L1152 i 5 A
SRR R VT A AT AN A AR o 8 U 5 AT R

SNR: 15 ‘5 RIS K- D2 2 L: SIN, H 53 I
(dB)E N E R AL SNR =101g(S/N) -

PESQ: & s B AVEN A B0 P E T dyn
HRFRIATIFRT dasym (BN, £E 0.5~4.5 2 18], Hi
HAGE S S BE S Z R R E AR, THEAX
H: PESQ = 4.5 — 0.1dyy — 0.030 9y
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4.4.1 SCAT-Wave-U-Net %! {5 5R3 H

H T VS SCAT-Wave-U-Net B (R4 %00, 5
28 P 7 VR N3 5 G Wave-U-Net 27U 7 P 1L
Tolt T JEE 2 ) (0 M it 7 VAT T LR, X
J79 K YE 9498 W% (Wiener Filter)™ . SEGANM™ |
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LEFRFRER PESQ 4P, AU HE5 N T S S AIAH ¢ (1) 07
57 e CSIG: ST &5 5 R E I 2 WAE5r (Mean
Opinion Score, MOS)iill. CBAK: ¥ 5tM /{2 A1
1) MOS Tiitill. COVL: #E AL 5 K75 ¥ it & MOS
T . db A, 36 A FE 4 B A W L (Segment  Sig-
nal-to-Noise Ratio, SSNR), W& 1 Fa] LA H, il

7E: Wave-U-Net F80 ~ RAEZ G N2 Sk B & i
e, FRINAE B NREEERIGIAL X E S, wit—
PR R ) 2o E . SCAT-Wave-U-Net 7R 7E
PESQ. CSIG fll COVL =AMEr Litgs By e 13
Mg s vk, $Rkr CBAK _E /45 B 5 SClik[614H
) FL T3t = Fh 7, fEdabs SSNR 145 4L
I SCHR[STRI[6]

F1 FREFEREAZIEBEIESREX

Table 1 Comparison of the quality of enhanced speech by different speech enhancement methods

EiELN A Wiener SEGAN Wave-U-Net Attention Wave-U-Net SCAT-Wave-U-Net
PESQ 1.97 222 2.16 2.40 2.62 2.67

CSIG 3.35 3.23 3.48 3.52 3.91 3.94
CBAK 244 2.68 2.94 3.24 3.35 3.35
COVL 2.63 2.67 2.80 2.96 327 3.30

SSNR 1.68 5.07 7.73 9.97 10.05 9.78

STOI 0.92 — — — — 0.94

SNR 8.44 — — — — 18.03

4.4.2 AN HUAEART HI BT HSCR

A SEAE VCTK AR AT & s in 2
A (A e Lt e ) B 1 v 0 e 7, SR i
PR SRS, R ISR R 5 B R A RS
TN T W R R S SR A AT . S O I 1 i
777 Wave-U-NetP), Attention Wave-U-Net' ™ Fil itk
T ey A BNy 7 R 25 (Minimum- Mean  Square
Error, MMSE)®?, JI 3k 15 A SCH Hi K] SCAT-Wave-
U-Net LR 75 SOMPIAEAR AR BT E . R
B, ¥ AR SCOTVE B R URE AR BU ok R 3R 5 T
AL BT VAT T X, S s R 5.

ME 5 BfLLEH, XT i-vector FEUR RS,
Ny 43 Ak 77 V245 T v FGSM I Siren 22 A0 ) HoA P s
R P TR0 VR A 36 4 BT, (E X B SR AR 1 TR T
HREN LR T 35.5% PIE I G 3E A1 MP3
T4 ELAR B PR UE R B SEREA IR R HERI 2275 99.5%
PLE, (HEASGERA T PGD Al CW S HTREA T ;.
(B0 R B0 400 28R LU 3 (AP i R 4, (H FLSEREAR 1R
PRIV R BRAKH] T 88.5% . 5 HE 47 T AZE A 255
# FGSM.CW, Fll FakeBob Jili [ [A] i, {R1F FLSEFE
AR UERFAE 98.5%, {HXF PGD. CW,fl Siren
Brcki I A R AN o A0S U 1) 907 A 8 SR AR G B
s, A5 S35 4 P SR YR A 5 1 () A PR AIE B 5
FEAR ARG R AE 89%.

AR SCTTVEACIS I A AE R LG 2 10~15 dB IR
TR T LA BB, X FGSM. PGD i
CW. Bt (R85 A8 AR AR S I e 7 (5 Wk L R 10~15 dB

I I8 2 85 A, 0 B SRR A (1 TR HE A AR FFAE LY
94%. X}F CW,. FakeBob Fll Siren Hili, 7E7 IR
FIERELLN 20~25 dB B, RCRIAE, X ESEREALT)
PUHERA R IRARAFAE LT 98.5% 0 5 At 8 35 5y
1EAH L, SCAT-Wave-U-Net #5286 A [R] B (1) B 1 1
TERTIR P AME B LA P IS T S U IR

¥ x-vector LU RS, 18 JLFIETREAAR
Pl I B 7 VLR, MIELAE i-vector RS I,
AR S 46 1 7 28 e ) 0 2 FRAIG, S T 3RS 1 5
UF BRI R, LAt LR A8 7 V5 5 7E i-vector R4t
HR R I T8 6] LA [R5 L4 11 1) 1977 4
BRI DU AR ST HH 1R 7 V2 AR AN o e 7 A e L
4 10~15 dB I, %} FGSM. PGD. CW,. CW_#/l Siren
(1 Tt #8 HLA L A R £ 905 18 5 VA BE A (RO, 7
FakeBob M7 I [ R HEAff 643 L 5 A3t 3t 7 1EIG
1.5%, [R5 B SR A (1) 0 VR A R AT AR AR R AE 2
98.5%. {ERifH CW,. FakeBob Al Siren 3 Rl i1l
I, B e LG 3G, B A R R e . 4
G LE A 20~25 dB B, 761X 3 PP 1 16 A gostal itk
TR HIER] T 100% 99.5%K1 99.5%.

DL b sizas s BRI, AR SCHE R B ik B Ay
— 7 W, BPREAS [ RS SR 2R G RO BURE A
Bk 77 I ARAF IBTAESOR, B IE AR R )
MR/ AETF 3R, BRI LY MMSE
JHERMT RO B, fEas g S EmELE Y 10~15 dB
N PR 406K 22 K095 A 3RS T LU R A 7 vk B4 1)
B, ISR T “RiR+ st ” BB A st
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Figure 5 Results on defending speaker recognition systems based on i-vector/x-vector (Noise intensities [ , II, III,
IV and V indicate that the SNR ranges of the speech examples with noises are 0~5 dB, 5~10 dB, 10~15 dB,
15~20 dB and 20~25 dB, respectively)
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Figure 7 Adversarial perturbations with different durations; (a) and (b) are the attack results on i-vector and
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Table 4 The real-time factors of the speaker recogni-
tion system based on i-vector

FGSM PGD CW, CW,  FakeBob Siren
TWifH 0.0243  0.0251  0.0252  0.0251  0.0258  0.0228
i 0.0520  0.0528  0.0530 0.0529  0.0536  0.0505

Fz 5 x-vector B HURH RGBSR E F
Table 5 The real-time factors of the speaker recogni-
tion system based on x-vector

FGSM  PGD CW, CW, FakeBob Siren
JTEHIE 0.0064  0.0065 0.0065 0.0066  0.0068  0.0063
HRif  0.0342  0.0359 0.0343 0.0343  0.0346  0.0341
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Gt TP IR SN PR OR300 il AR R BRI 2 A5 AT S £
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