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Abstract With the rapid development of quantum computers and quantum computing technology, the threat of quantum
attack algorithms to the security of cryptosystems is imminent. Previous studies have shown that many classically secure
symmetric cryptographic structures or schemes are not secure under quantum attacks based on Simon's algorithm, for
example, 3 rounds Feistel structure, Even-Mansour structure, and schemes including CBC-MAC, GCM, OCB, etc. Usually
designed as block cipher modes of operation, tweakable enciphering schemes can be used as disk sector encryption
algorithm and its structures can be divided into three types: Encrypt-Mask-Encrypt (CMC, EME, EME*, etc.),
Hash-CTR-Hash (XCB, HCTR, HCH, etc.) and Hash-ECB-Hash (PEP, TET, HEH, etc.). This paper uses Simon’s
algorithm to analyze four tweakable enciphering schemes including HCTR, HCH, PEP and HEH, showing that these four
tweakable enciphering schemes are insecure under the quantum chosen-plaintext attacks. The period of the periodic
function related to the secret value of the scheme can be obtained by using Simon’s algorithm with polynomial quantum
queries, and then can be used to distinguish the scheme from a tweakable random permutation. For attacks on tweakable
enciphering schemes using Simon’s algorithm, the construction of periodic functions is the key point. Generally, periodic
functions are constructed based on two special forms of tweakable enciphering schemes: one is fixed tweaks, and the other
is variable tweaks. More concise quantum attacks against two tweakable enciphering schemes CMC and TET are given by
using the method of variable tweaks. It is shown that the two different quantum attacks with fixed tweaks and variable
tweaks have different periods, which can be combined to obtain further results. Finally, we summarize general quantum
attacking methods against tweakable enciphering schemes from the perspective of fixed tweaks and variable tweaks, and
gives a general attack on tweakable enciphering schemes based on universal hash functions (Hash-CTR-Hash and
Hash-ECB-Hash).
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331 [E RS

HEH H1 Sarkar UO9F 2007 G544, [l — %
MR, TATEL 3 AN dH(m = 3) A1, I
Bk R o IR g N A (TP PoLP3) , i th ok
(€1,€2,C3), P1,P3,P3,C1,C5,C5 € {013, K € {0,1}*,
T € {0,1}". x fRRARIK GFY) 15 % 2, ay i
HAEVIUG T

HEH [ (P1,P,,P5):

R = Ex(T);EN = Ex(R @ bin,(3));
EN =xEN;U = U, @ P;4
PPP, =P, ® U@ xEN
PPP, =P, ® U @ x2EN
PPP; =U@EN
CCCy = Ex(PPP,);CCC, = Ex(PPPy);
CCC; = Ex(PPP3)
V=CCC; DEN
C,=CCC,DaEN DV
C,=CCC, D a’EN @V
C3=V@®Wyg

return (C1,C,,C3)

FE N, AT HEH & LT Ik 5L f, JF
FIH Simon LK H A, M HEH 5 nf i BEAL
BTk &y € (0,14 € {0,1}", miz— A
o LT s

{013 - {0,1}"
y C @ Cy(C1,C0,C3) « HEHQ(}’:}’:m')

A

fllyllm) = f(&y ® xEN @ x*EN||y ®
xEN @ x*EN||m) 45 N\t y I, TA14:

R = Ex(T);EN = Ex(R @ bin, (3));
EN' = xEN;
U =Uz® P,

PPP, =y @®m @ Uz ®xEN
PPP, =y@®m @ Uy ® x*EN
PPP; =m @ Uy ®EN

C, = Ex(PPP,) @ Ex(PPP;) @ EN @ aEN
C, = Eg(PPP;) ® Ex(PPP3)
@® EN @ a*EN
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C1® C; = Ex(PPPy) @ Ex(PPP))
@® aEN' @ a?EN'
=Ex(y®m @ Up ® xEN) @
Ex(y®m @ Uy @ x*EN) @
aEN @ a’*EN

i EaaT LA 2B vyl lm LS N A
y @ slly @ slim',s = xEN @ x*EN i, C; @ C,AfIH],
11 5€ s||sl|0™s = xEN @ x*EN 24 b4 f 1) 1,
It HEH {8 & 1 H 858 i $E W SC B AN 22 4
332 ZALARE B

METN 1 AN, HEH N8k R . o
WNAPy, Wit ohCy, P,Ci {01}, K € {0,1}*,
T € {0,1}".

HEH 1 (P):
R = Ex(T);EN = Eg(R @ bin, (1))
PPP, =P, ®EN
CCC, = Ex(PPP;)
C,=CCC_,DENDW,

return (Cy)

%y € {0,1}%tot; € {0,1}" Hty # t1. EXLLF
EERAE

f{01}* - {0,1}"
y » (@00,
C; « HEH (y),C'y « HEH!(¥)
f@) = Ex(y ® Ex(Eg(to) @ bin,(1))) &
Ex(y @ Ex(Ex(t1) @ bin,(1)))
Ex(Eg(to) & bin, (1)) @
Ex(Ek(t1) @ bin,(1))

i EN(tp) = Ex(Ex(ty) @ bin, (1), WA s=
EN(ty) @ EN(t)) = f(y) = f(y © s)- W LU E s =
EN(ty) @ EN(t,) A R%L f(y) . HEH & & 1 5
kR LB AN 24
3.4 X PEP WY

PEP ;& 2006 4F Chakraborty 11 Sarkar P14 i [¥) 77
X, BATLL L AN LU0, ISR Hrh
N (T,Py), fitl ACy, Py,Cy € {0,13", K € {0,1}*,
T € {0,13", x fRRA BRI GFQ™) ¥ L 2.

PEP 1 (Py):
R = Ex(T);EN = Ex(R @ bin, (1));
EEN = Ex(xEN)
PPP, =P, ®EN
CCcC, = Ex(PPP;)
C, =CCC, @ xEEN
return C;

2y €{0,1}%to,t; € {01} Hity # t1. & XLAF

EERAE

f{01}" - {0,1}*
y »CdCYy,
Cy « PEP{(9).C'y < PEPY(y)
f(y) » Ex(y® EN) @ xEEN &
Ex(y ® EN') @ xEEN'
Horr:
EN = Ey (E (t)) ® bin, (1))
EEN = E, (xEN)
EN'=Ey (Ex (1) ®bin, (1))
EEN' = E, EEN'
WEH f(y) = f(y®s) =s=EN@EN . a] LLifi
€ s = EN @ EN Jyef 3 f(y) 30, IR PEP 7E 1
INEE P B SO AN 2 A
3.5 ¥ CMC BT
CMC #& 2003 4 Halevi il Rogaway 2142t 1) /5
%, {ESCHR[19]F Ghosh A1 Sarkar P A F & 52 i
FAT', % 3 AN 320 (| | |2) 16 CMC 035 7 Sk
AT T ¥Gd, HEBEER:
Ex(Ex(m®T)® ay) ® Ex(Ex(m®T) ® ay),
KB CMC fE s T B P B SC i AN e 4.
FEIX BLFRATEL 1 AN AL, 45 ) — PP,
CMC M HEm . HhmA NP, itk hCy,
P,,C, € {0,1}*, K,K' € {0,1}, T € {0,1}".
CMC ;‘K. (Py):
PP, =P, @ E.(T)
PPP; = Ex(P1 ® Ex(T))
CCCy = Ex(P; ® Ex(T))
CCy = Ex[Ex(P1 ® Ex(D))]
C1=Ex[Ex(P1 ® Ex(D))] ® Ex(T)
return C;
%y € {0, 4t ty € {013 Hey # t1. & XL R
:£0,13" - {0,1}"
y » (0,
€ < CMCY . (9),Cy < CMC! .(¥)

o) o Ex[Ex(y ® E ()] @ Ey(to) ®
Ex[Ex(y @ Ex(t1))] @ Ex(¢1)
WA s =Ep(t) DEgt) =>f) =fDs).
A LUIE s = E(tg) @ Ey () HEREL f(y) 1.
SCHR[191X%F CMC (¥ S i 43 1 R (b T =
Ep(T)):

Ex(Ex(m®T)® ay) ® Ex(Ex(m®T) ® ay)
A5 KK 2 TN, B T THE —Fh
Ko 5 AT 20 A WE ¢ (t0) D Eje (t) Enfaj e, -
WRk—EnE L RAE—ANEHK . S TEHEK M
Gy BTl AP R i 7 s G5 2l — 2 A5 R
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3.6 X TET BIE

TET & 2007 4 Halevi W H 1R 77 %€, 5 SCHR[19]
' Ghosh M1 Sarkar 87 [# 52 4K, XF 3 M54l
(||| |x) 70 TET s o7 1047 7 Bk, 4R 204
a2p @ pII| LOAOT) 02p @y g, 42 TET (T
B PR SO R e 4. AEIX LRATTLL 1 AN
NN B, 4 5 —Fh B, TET s Sk R .
Hrps NPy, B hCy, P1,Cq € {0,1}" K € {0,1}%,
T € {0,1}".

TET [ (Py):

P1T
PPP1=P1@T@‘B,O':1@T

P
CQ=E&Gé;$ﬁ%Bﬁ
B = PRFy (LT)

cc,

=1EBT
1

B 1®T(EK2(1GBT®ﬂ)®ﬁ)
return C;
2y €{0,1}%to,t; € {01} Hity # t1. & XLAF
PRI
£:{0,1)* - {01}
y »CDCy,
C; « TET (),C'y « TET!(y)
1 y
~ 1®T(EKZ(1EBT®ﬁ>®ﬁ
® B, (15579 6) @)
o, B=PRF (Lty);B = PRFg (Lt)). WH s=

B9 fly) = Fly @ ). LA s = 22 i 3
FO) AN, TET {2 57 5 b 648 91 5 3 F 52

%

T a2p @ pl L g g g, R
11 85— et 7 490 0 ESL w4, 95
FOMIAE R FHOIAG. A TR K 4 2
el 7 OB AT 2543

4 —RIMETERE

4.1 EERWATIERBE 7 E

%) TR Simon 5320 AT N 7y S Bk,
— R UL PR E

(1) Bl T, AZA A 5dE, HAAR x
DA K ey (AN AT HIE)VE R NI, 43 2 A 2 o0 15
a, 3 M2 W (B hn 3.1, 3.2)k 0 5 ] i n e gy &

C1

f)

103

DAY 1S R 2 ] 5 A A O 1 22 T 5 (43 n SRR [19] H %
EME ({340l SCRR[191%F TET 30T BLA A SCI1) 3.3),
PP B T 3 Y AR AR N 5

(2) AR, XN 2 AR — AN AL
o, 3B Z N 5 e, 00 2 T (1 3.4, 3.5,
3.6).

X IX P RE A By, 49 2000 AR i | 2=
SRR, AEEE A0 FH O Sk 15045 30 1 J5 291 58 o
BT DK R el gy SOR 4h G BOR B 7 Sk R
ATHE—0 50 H 6
42 WETZWRARHAAMNE T EHRE

TE TN 7 E kG T, APRRH R T
75 PR %L Hash-CTR-Hash #1 Hash-ECB-Hash. 32 W37
oR HIE AT — s LA T R L, B BE AL e A
BRI R A AR LG, SR BT — e AR (2
T2 WA BRBUE TR N A RS I, R B )
2 WA R A T R, — MOk Rk LB Tk ST ok
HEm gyt AT N 2 7 2 1A R

Hash-CTR-Hash 28 ! 3= %4 XCB. HCTR Fl
HCH %77 % . SCHR[19]+ % XCB AT T 8 F I
i, ASCXF HCTR A HCH A 8HT T & 1 2y,
FH] XCB HCTR Al HCH #5573 55 rp e £ 1
LB T A

Hash-ECB-Hash 28! 3: %245 PEP. TET #1 HEH
ST R SCHR[19]H % TET #EaCHT T 87Xk, A
SCWT PEP. HEH X HEAT T 57 Xili, &8 TET.
PEP 1l HEH #5271 & 1 PR 455 rp e £ 0 SC Wi A 22
4,

X 1AM A L1550, Hash-CTR-Hash 284!
1 Hash-ECB-Hash 28 R4 [¥y n] 4 Jin 2% 5 240 o] LAfij fk
HE 1 TR, oAy kg i PIANZ A R AL

|
hn(h—P

By

hz (T) _’éé

v

E1 kX
Figure 1 Simplified form

X RBE LR, LA P, HHIUY C,
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W T, PC€{0,1})", K€ {01}, T€{01}". & x€
{0,13%:t0,t1 € {0,1}" Hty # t1. & XL FRREL:

FL01" - (01}
x o C(ty) @ C(ty)
f(x) =Ex(x® hy(ty)) ® hy(to) ®
Ex(x @ hy(t1)) @ hy(t1)

ATLLEH, 2 s =hi(ty) @ h(t) I flx) =
fx@s), Hls=hy(te) @ hy(ty) &% f ()15,
A AR Simon SERH s (ME. #R)5, FAiTnT LA
H s X By, PEEnTUKE Hh 358 201
A% HCTR. PEP. TET #1 HEH FAZ i 4 2ok,
HOH 2 T I b — e (1 B 7

5 Z5ig

AT T EA &1 Simon $.96) HCTR. HCH.
PEP A1 HEH VYN wI N 7 6347 7 X 70 Biahs, %
B3 DY Feova] 3 2% T 28 A 1 IRBE TR BRI 5L
A2 A A A SR 2 T 1] VAR AN AR AL T AR PR
Rl 7B 73, IR CMC. TET 25 28 4k A
(15 EF AT T Bk, nl LAE PR By o048
B (1 JE I DA B3 B B (1) 72 F AN AR R], PRI ik ] L&
B PR L T X2 2 M R A B 7 Bk . 9
n, FATTBAT B [ AR T X PEP (R Bk, (HAE
AR A G0 R AT AR LS s = EN@ EN .
T AR A AR 0 s J7 20 L8R 22 0RO 45 380 1) ] 34
T 5L, E AN AL BT A A R s 7 SR o B an ik
FH X7 v 8ot EME, 10458 A [ 1 4 AT ] 5 2%
(195 2 FL ] 6L,L = 2E, (01, HfEHATL T
F| I Simon % v ¥ ifi Hash-CTR-Hash #1 Hash-
ECB-Hash W28 n] i I 77 48— J7%

MR gE AR, B AT N T AR R T
AN A AT AR X 2 B 45 R B R
DA B A ) 3 0 5 1 B0k 1R T O 0 5 AR AR FRAT
WD,
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