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Abstract Spreading of malware via malicious documents is very common in the modern Internet and is one of the high-
est risks faced by many organizations. PDF documents are the most widely used document type worldwide, and as a result,
there are countless attacks caused by them. The use of machine learning methods for malicious document detection is a
popular and effective approach, but the robustness of machine learning classifiers has the potential to expose certain prob-
lems in the face of well-designed samples from attackers. In the field of computer vision, adversarial learning has proven
to be an effective method for improving the robustness of classifiers in many scenarios. For malicious document detection,
we still lack a comprehensive approach for generating adversarial examples for various attack scenarios. In this paper, we
introduce the basics of PDF file formats, as well as effective malicious PDF document detectors and adversarial sample
generation techniques. We propose a model to generate adversarial examples for adversarial learning in the area of mali-
cious documents detection, and use the generated adversarial examples study the detection effectiveness (and evasion ef-
fectiveness) for hypothetical scenarios with multiple detectors. The key operations of the model are association feature
extraction and feature modification, where association feature extraction is used to find the associations between different
feature spaces and feature modification is used to maintain the stability of the examples. The final attack algorithm lever-
ages the idea of momentum-based iterative gradient to boost the success rate and efficiency of generating adversarial ex-
amples. We combined some convincing datasets and rigorously set up the experimental environment and metrics, followed
by tests against example attacks and robustness enhancement. Experimental results confirmed that the proposed model can
maintain a high level of generation rate and success rate. Moreover, this model can be applied to other malware detectors
and contribute to robust optimization.
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Figure 2 The model to generate adversarial examples
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1 Set the attack parameters of the method: €, u, T
2 a=¢€/T;/* The step size per iteration */

3 go=0;x"=x; /* Initialize g and x"s */

4 For cachtin T do

5 Input x' to f'to obtain:

6 &=V (x'y y);

7 Update g+ by accumulating the velocity vector in
8 the gradient direction:

9 gri=p g+ gn/| gnll; (3)

10 Update x'w1 by: x'w1 = X" + @ * sign (ge1); (4)

11 x'+1 = Feature modification (x'+1, M, G);
12End for

13Return x' =x'r;
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Figure 3 Setting of adversarial training
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Table 6 The generation rates of four attack methods
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Table 7 The results on detectors against adversarial examples

PJScan PDFRate Slayer Hidost Joint
MiTES 0.886 0.977 0.985 0.991 0.904
Original HlnlE 0.824 0.96 0.972 0.992 0.998
F1-73%1 0.854 0.968 0.978 0.991 0.949
MERTIES 0.821 0.955 0.971 0.991 0.902

Mimicus FEICIES 0.485 0.49 0.502 0.959 0.971
F1-53 4% 0.61 0.648 0.662 0.975 0.935

HERf % 0.817 0.954 0.971 0.991 0.9

EvadeML-P EEEIES 0.473 0.482 0.497 0.946 0.95
F1-73%1 0.6 0.64 0.657 0.968 0.924
MERTIES 0.828 0.962 0.976 0.983 0.884

EvadeML-H A el 0.512 0.58 0.612 0.522 0.81
F1-53 4k 0.633 0.724 0.752 0.682 0.845
HERf 2 0.821 0.955 0.971 0.983 0.839
MissJoint EEEIES 0.486 0.492 0.506 0.535 0.552
F1-57%% 0.611 0.649 0.665 0.693 0.666
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Table 8 Robustness improvement test results

Heffy % REJCIES F1-5341
Mimicus /AR HUREABEAT I 5
EvadeML-P 0.843 0.587 0.692
EvadeML-H 0.824 0.512 0.632
MissJoint 0.822 0.493 0.616
EvadeML-P 7L FUREABEAT I 25
Mimicus 0.885 0.613 0.724
EvadeML-H 0.845 0.589 0.694
MissJoint 0.83 0.504 0.627
EvadeML-H " LXIHUREA BEAT Y11 25
Mimicus 0.921 0.893 0.907
EvadeML-P 0.912 0.884 0.898
MissJoint 0.859 0.792 0.824
MissJoint /=X HUREAEAT I 25
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EvadeML-P 0.965 0.937 0.951
EvadeML-H 0.958 0.924 0.941
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